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1. Authority
The Government Information Technology Agency (GITA) shall develop, implement and
maintain a coordinated statewide plan for information technology (A.R.S. § 41-3504(A
(2))), including, the adoption of statewide technical, coordination, and security standards
(A.R.S. §41-3504(A (1(a)))).

2. Purpose
The purpose of this standard is to assist State agencies in meeting the basic set of
requirements that are required and necessary for protecting State assets. This standard
describes a methodology to assist State agencies in developing a comprehensive Business
Continuity/Disaster Recovery Program that will ensure continued delivery of critical
public services with the occurrence of unforeseen circumstances.

3. Scope
This appliesto all budget units. Budget unit is defined as a department, commission,
board, institution or other agency of the state organization receiving, expending or
disbursing state funds or incurring obligations of the state including the board of regents
and the state board of directors for community colleges but excluding the universities
under the jurisdiction of the board of regents and the community colleges under their
respective jurisdictions and the legislative or judicial branches. A.R.S. § 41-3501(2).

The Budget Unit Chief Executive Officer (CEO), working in conjunction with the Budget
Unit Chief Information Officer (ClO), shall be responsible for ensuring the effective
implementation of Statewide Information Technology PSPs within each Agency.

4. Introduction
This standard is designed modularly over three phases, and if necessary, selected modules
or sections within each phase may be implemented individually to ensure the agency’s
Business Continuity/Disaster Recovery Program is complete. The phases are asfollows:

Phase I: Business Impact
Assessment

Phase II: Strategy Phase IlI: Strategy
Development Implementation

| Contracts and Provisions |
Resource Requirements -
d | | Contingency Management |

|
| Recovery Alternatives |
|

| Business Analysis |

| Operational Impact Analysisl | Business Unit Continuity |

Strategy Recommendation | |

| Financial Impact Analysis | Infrastructure Continuity |
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Phase |

Sandards for conducting a Business Impact Assessment (BIA) - the process for
determining the acceptable level of impact to a State agency by business process
and function. This methodology is heavily weighted on the impact to the public
resulting from the loss of agency processes and functions.

Phasel|

Sandards for Srategy Development - the process for identifying detailed resource
requirements, developing alternatives for recovery, and selecting a cost-effective
strategy based on the Business Impact Assessment conducted in Phase .

Phase ||
Sandards for Srategy Implementation - the process for implementing the strategy
that was selected during the Strategy Devel opment Phase.

Prior to implementing any strategy for Business Continuity/Disaster Recovery, the basic
requirements should be defined based on the needs of the business functions and services
provided to the public. Information technology is an indispensable tool that supports a
State agency in performing day-to-day business functions. However, it is important to
bear in mind that the criticality of information technology is only due to its support of the
business functions that actually implement the State’ s programs and serve the public.

There is a variety of computer software can be helpful in the development and
documentation of a Business Continuity/Disaster Recovery Program. Depending on the
size and nature of the organization, the continuity plan documentation tool may be simple
word processing and spreadsheet applications or a specialized software package designed
for Business Continuity/Disaster Recovery Plan documentation. In smaller organizations,
the minimal requirements may be sufficient. The use of specialized software can help
move a project forward at a quicker pace due to the pre-defined structure and examples,
and it may simplify plan maintenance. An agency Business Continuity/Disaster Recovery
planner should consider the selection of a documentation tool early in the project, since
most of the specialized tools permit input of information, which will be gathered in the
first and second phases of work. On request, the Government Information Technology
Agency (GITA) will provide consultation to any agencies prior to establishing a Business
Continuity/Disaster Recovery project.
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5. Standard

Phase | — Business | mpact Assessment

Definition

The Business Impact Assessment (BIA) identifies the operational (qualitative) and
financia (quantitative) impact of an inoperable or inaccessible business function on
an agency’s ability to conduct its critical business processes. The BIA provides the
basis for formulating the agency's Business Continuity/Disaster Recovery strategy,
which isaccomplished in Phase I1. This assessment guides the selection of recovery
strategies that may be employed to restore operations within the required time
frames. An agency-wide operational impact assessment is normally required to
develop and implement an appropriate Business Continuity/Disaster Recovery
program and determine the effects on the public caused by a loss of ability to
continue business functions.

Information regarding the effect of an outage is collected through interviews with
management of critical business functions. This information is anayzed and a
business analysis, Operational Impact Analysis, and financial impact analysis
(where appropriate) are developed for each function.

The Business Analysis identifies and describes critical business functions, and
the high-level resources, which support these functions. It also describes the
public and customers served by these functions. This analysis enables us to
confirm the managers description of their operations and highlight functional
inter-dependencies and single points of failure.

The Operational Impact Analysis identifies the organizational implications
associated with the loss of access, loss of utility, or loss of facility. It
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highlights which functions may be interrupted by an outage, and the
consequences to the public and customers of such interruptions.

The Financial Impact Analysis identifies the economic losses that could result
from an outage. A Financial Impact Analysis is optional in some cases, and
normally provides only "order of magnitude" accuracy. However, the results
of this analysis may provide cost-justification for implementation and
maintenance of the specific recovery strategies.

It is important to note that a business function’s criticality can be measured in many
ways, financial impact of an outage is only one factor. If an outage of a given
function would have a significant negative impact on the health and safety of the
public or State workers;, on the lega integrity of State operations, on the
continuation of essential agency programs; or on the fiscal integrity of State
operations, then the function’s criticality is probably high. Each agency, board or
commission should determine and document the consequences on their
public/customers for each business function.

Any high-level information on resource requirements that is gathered during the
interview process may be used later in the Strategy Development and Strategy
Implementation phases.

Objectives

- ldentify the functions performed by the agency, board or commission, and
understand the flow of information, materials, and services through these
functions. Describe organizational dependencies and resource reliance’s.

Describe the operational and financial impacts of an outage to the agency,
board or commission and each function. Thisincludes a detailed description of
the effects on al customers/public served by each function.

For each business function, define the Maximum Acceptable Outage (MAO);
the point at which resource and functional support should be restored. The
MAO will be based on the combined results of the Operational and Financial
Impact Analyses. Using the preliminary MAQO’s established in the Operational
Impact Analysis, describe the financial impact for an outage of the duration
suggested by each function's assigned MAO. Policy makers should then
decide whether that level of financial impact is acceptable or if the MAO
should be adjusted to reflect different recovery timeframes than the MAO,
which was originally assigned to the function.

BUSINESS ANALYSIS

Purpose
The Business Process Analysis identifies and describes the functions performed by

an agency, board or commission, as well as the functions and high-level resources,
which support these functions. It will also describe the public/customers served by
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each function. This analysis will help confirm the agency management’s
description of their operations and highlight functional interdependencies and single
points of failure.

Objectives
- ldentify business functions within each business unit.

Understand and describe the high-level flows of information, goods, and
services through these functions.

Understand and document the public/customers served by each function.

Gain confirmation of a “shared understanding” of the agency, board or
commission to ensure that the remaining analyses are appropriately focused.

Approach
The high-level approach to the Business Analysis consists of gathering information

about business functions, documenting business flows, identifying
customers/public, and gaining confirmation of the information before moving on to
the Operational Impact Analysis.

Most State agencies are structured along business unit boundaries (e.g.: Accounting,
Client/Customer Service, etc.) and the functions within those units (e.g.: Accounts
Receivable, Order Entry, etc.). In reality, however, an agency’s business is
conducted through one or more business processes. A business process describes a
set of recurring activities - a flow of information and/or materials - that produce
something of value for a customer or a client. A process may cut across multiple
business units, and usually contains several functions. In most State agencies, these
processes are not readily apparent. It is more straightforward to analyze the agency
in terms of the business functions performed. Each business unit may perform one
or more functions; it is critical to understand the relationships between those
functions and the end citizen/client in order to analyze the impact of an interruption
of a given function. The specific approach to understanding these functions and
businessflowsis:

Review relevant documentation (e.g., critical success factors, strategic plans,
budgets, IT Plans, Y2K documentation, PlJs, organizational goals and
organizational charts) to build an understanding of organizational purpose and
structure.

Conduct interviews with the project sponsor, agency management and the
steering committee to collect information on their “first-hand” perspectives on
how the agency operates. It is important to note that these interviews will
serve as data-gathering opportunities for al three steps of the BIA. In other
words, a manager should be interviewed only once; in this interview, all
information should be gathered for the Business Analysis, the Operational
Impact Analysis, and the Financial Impact Analysis.



Business Continuity/Disaster Recovery Standard Page 6 of 37

Compile the results of your interviews in the form of business flows. These
flows should describe each business function and the flow of information,
services, or goods into and out of the function to include the client/citizen.

Develop descriptions of support functions. Some functions within the agency
may perform important roles, which contribute indirectly to the agency’s
ability to implement its assigned programs. These can be classified as support
functions. For example, every agency should have a facility in which to
operate, but it would be difficult to describe the specific ways, which a
“Facilities Department” contributes directly to business operations. As a
result, it may not be possible to develop business flows for such functions.
Instead, they should simply be identified and described; this information will
be important when the agency’s recovery plans are being documented and
implemented.

Develop a matrix (or another document) which describes the relationship of
the business functions identified to the organizational structure of your

agency.

Confirm your understanding of the agency, its functions, and its business
flows with appropriate management through review of your descriptions of the
functions performed. Much of this confirmation may be accomplished
iteratively, as the materials are devel oped.

Data Collection
The following information sources should be considered in the business
anaysis:

Information regarding functions performed, the inputs and outputs of those
functions, and the clients/customers of these outputs gathered through
interviews with business unit managers.

Documentation regarding the agency’s objectives (programs implemented),
functions performed, organizational structure, and the flow of information,
goods, and services through the agency to the end client/citizen.

Resour ces

To conduct the Business Analysis, you will rely primarily on the availability of
business unit managers for participation in interviews and validation meetings. These
managers should be at a level from which they oversee one or more functions - not
simply activities or tasks. The level and title of these managers will vary from agency
to agency. It is most helpful to begin by considering management positions, which
are two or three levels up from the task level of the agency (for example, the manager
of the supervisor of front-line workers, or hisher direct superior). Consider both the
type of information, which could be gathered from these managers and the number of
interviews necessary to gather that information. Depending on the situation, it may be
appropriate to interview individuals who are one or more levels above thisfirst group
of managers.
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Decision Points

As the documentation of the functions performed by each business unit is completed,
they should be reviewed and confirmed with appropriate management. Any necessary
corrections should be made to ensure that the final deliverables represent a shared
understanding of how the agency accomplishes its goals and delivers its
services/products to the client/citizen.

Deliverables
A matrix or other documents, which relates the functions, performed to the
organizational structure of the agency.

A depiction of the business flows for all non-support business functions. These
depictions may be pictoria or descriptive, and they should highlight:

The impact on the public

Relationships between business and support functions, and business units
Single points of reliance

Support servicereliance's

Interdependency/interactivity of business functions

A description of all support functions and their relationship to the agency’s
operations.

Considerations

The kickoff meeting should include the executive sponsor and steering committee; it
may also be useful to include the interviewees in this meeting. Describe the project’s
goals and its importance to the ongoing continuity of the agency. Answer any
guestions and clearly define the roles and responsibilities of each participant. Note: it
is possible to save time by using part of this meeting to schedule interviews.

OPERATIONAL IMPACT ANALYSIS

Purpose
To identify the organizational implications associated with the loss of utility, loss of
access, or loss of facility. It highlights which functions may be interrupted by an
outage, and the consequences of such interruptions. This analysis guides the selection
of recovery aternatives through the identification of critical elements of each business
function.

Objective
- ldentify and document the outage implications per outage scenario for each
business function.

Understand and document the relationships between business functions: resource
reliance’ s and organizationa dependencies.

Understand and document the impact on the public for each outage scenario.
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Approach
The approach to performing an Operational Impact Analysis generally consists of the

following steps:

Gather Information

P Customize interview sample questions

P Identify the outage implications on state organizations and the public for
all business functions by outage scenario

Analyze information gathered for all business functions

P Determine Maximum Acceptable Outage (MAO) for each business function
P Identify organizational dependencies for each business function

P Identify resource reliance’ s for each business function

Present information gathered for all business functions

P Document outage implications on state organizations and the public per
outage scenario

P List organizational dependencies

P Listresourcereliance's

Gather information by interviewing personnel within each business unit to gain an
understanding of the outage implications on state organizations and the public per
outage scenario for each business function. Three basic outage scenarios are Loss of
Utility, Loss of Access, and Loss of Facility.

It is helpful to frame the discussion in terms of outage timeframes, which are
appropriate for the agency. Identify 3 or 4 timeframes, which will provide a sense of
time perspective to the managers who, will be interviewed. (For example: ask about
the impact of an outage to a business function over 1 day, 3 days, 1 week, and 2 week
timeframes. Be sure to adjust these timeframes appropriately for the nature of the
agency’ sresponsibilities.)

Offering the interviewee examples of how a business function’s criticality can be
measured can provide additional perspective. |If an outage of a given function would
have a significant negative impact on the health and safety of the public or State
workers; on the legal integrity of State operations; on the continuation of essential
agency programs; or on the fiscal integrity of State operations, then the function’s
criticality is probably high. The higher the criticality of a function, the shorter is its
MAO.

Document all information obtained during interviews as interview notes.

Extract information from the interview notes and business flow diagrams (developed
in the Business Analysis) to describe the qualitative operational implications on state
organizations and the public per outage scenario, the organizational dependencies and
resource reliance’s for each business function. A table is often an effective way to
illustrate the business function’s organizational dependencies, resource reliance’s and
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the relationship between outage scenarios and operational impacts. In many cases this
will identify needs for manual business function interaction and relocation proximity
requirements necessary to replace automated interaction while system (or other
resource) restoration is in process. The ability to examine operational information by
business function is helpful in determining the MAO for each business function.

Analyze the operational information for each business function to determine its MAO
timeframe. These timeframes provide the basis for devel oping the recovery strategies
in Phase 11 of the Business Continuity/Disaster Recovery Planning Standards.

After the MAO has been set for each business function, this information should be
presented in such a way that this information will be helpful in defining resource
requirements to recover each critical business function. A matrix format is often an
effective way to depict the relationship between the business function and the MAO
timeframe. Spreadsheet programs or word processing tables can be useful tools for
documenting this relationship.

Data Collection - Type of Data & Methods:

Information regarding the operational implications associated with the Loss of Utility,
Loss of Access, and Loss of Facility outage scenarios for each business function is
gathered through interviews with management.

Information regarding the business function’s resource reliance’s is gathered through
reviewing the business flow diagrams and interviews with management.

Information regarding the business function’s organizational dependencies is gathered
through reviewing the business flow diagrams and interviews with management.

Resour ces
People: Executive staff and business unit managers.

Software Notes: The ability to sort by MAO will be helpful in developing recovery
strategies.

Decision Points
Validate information gathered before performing the Financial Impact Analysis and/or
Defining Resource Requirements.

Deliverables

A business function summary “table” describing the outage implications for each
business function by outage scenario with a listing of resource reliance’'s and
operational dependenciesfor al business functions.

A detailed description, by business function, of the outage implications for each
client/customer category. [E.g. Agencies, vendors, food-stamp recipients, state
employees, highway users, prison inmates, etc.]

A listing of business functions by MAO timeframe.
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Considerations
Consider the following when determining the operational implications of an outage
on a business function:
Seasonality and cycles of process volume
Impact tolerance over time
Impact and tolerance of public, legislature, public, vendors, regulating
agencies, business partners, etc.
Information loss
Single points of failure
Legal liability

Consider the following when determining the business function’s MAO:
Impact of organization dependencies

For example, if function "A" is dependent on function "B" and function “A” has a
shorter MAO than that of “B”, then the minimum recovery requirement for “B”
becomes the same as that for “A”.

FINANCIAL IMPACT ANALYSIS

Purpose
To identify at a high level the potentia economic implications on the agency

associated with an outage. If it is possible to calculate this, it should include any
additional expenses or losses that the agency may incur in the event of an outage. For
many organizations, thisimpact cannot be reasonably approximated.

Objective
Identify and quantify the economic implications associated with an outage.

Help provide cost-justification for the selection of recovery aternatives,
Recovery alternatives are selected in Phase |1, Strategy Devel opment.

Approach
- Determineif afinancial impact analysis needs to be performed for the

agency.

Gather Information

P Customize interview sample questions.

P Identify the economic implications of an outage on the business function.
P Obtain assistance from business unit to quantify financial impacts.

Analyze information gathered
P Describe the economic implications of an outage for each business
function that identified afinancial impact during the interview.
P Quantify (estimate) the economic implications of an outage for each
business function. Not all economic implications can be quantified.
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Present information gathered

P Define the types of financial impacts identified, even if an amount can not be
estimated.

P Graphically represent the financial impacts identified and quantified.

First discuss with the project liaison and executive steering committee if the agency
will need to perform a financial impact analysis to provide cost justification for the
selection of recovery aternatives.

Gather information by interviewing personnel within each business unit to gain an
understanding of the economic implications associated with an outage on the business
functions. Ask for assistance to quantify the financial impact. If the financial impact
can not be quantified at least obtain a description of the economic implication and
why it can not be quantified. Document information obtained during interviews as
interview notes.

Extract information from the interviews to identify which business functions may
have financial impacts associated with an outage. Calculate and describe the financial
impacts over outage timeframes and at the MAO timeframe determined by the
Operational Impact Analysis. If the financial impact can not be quantified at least
provide a description of the implication and state why an estimate can not be
quantified.

After the estimates have been calculated, this information should be presented in such
a way that the information would be helpful in selecting recovery aternatives. A
graphical representation of the data is often an effective way to depict the relationship
between the outage timeframe and the quantified impact. Spreadsheet programs can
be a useful tool for documenting this relationship.

Data Collection — Type of Data & Methods
Information regarding if an economic implication is associated with an outage for a
business function is gathered through interviews with management.

Obtain information and/or assistance from the business units, budgetary personnel, or
internal audits staff to quantify the financial impacts.

Resour ces
People: Executive staff, business unit managers, business unit personnel, budgetary
personnel, and/or internal audits staff.

Software Notes: Spreadsheet software should be used to quantify the financial
impacts. The ability to graphically represent the quantified financial impacts is
helpful to see the relationship between the magnitude of the quantified impact and the
outage timeframes.
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Decision Points

Upon completion of the impact estimates, the appropriate management should review
and confirm the information. Any necessary corrections should be made to ensure
that the final deliverables represent a shared understanding of how the agency
accomplishesits goals.

What is an acceptable “threshold of pain” relative to the financial impacts of an
outage? In other words, at what point following an outage is recovery of a given
function financially required to avoid unacceptable financial impacts to the agency?
Once this decision is made, the agency can better make an informed, cost-justified
selection of arecovery strategy.

Deliverables
Quantified financial impacts by business function.

Considerations

In some cases, the impact of a disaster is not clear-cut. This is especialy true in
larger, more complex agencies. The financial impact analysis will provide some of
the information necessary to identify recovery priorities.

Consider the following types of financial impacts:

Additional Expenses.

a Eliminate the backlog resulting from an outage. This calculation should focus
on the resources necessary to eliminate the backlog or unfinished work that
accumulated and as a result have lost productivity during an outage. Key
factors: Would work accumulate as a result of lost productivity during an
outage? If so, would it need to be eliminated for production levels to return to
normal after an outage?

a Implement alternate procedures during an outage. For this calculation focus
on the resources necessary to continue an activity of the business function.
Key factor: Is it essential for the business function to provide continuous
availability of this activity? If so, would the aternate procedures require
additional resources?

a Fines and/or Penalties. Typically fines and/or penalties are due to the non-
fulfillment of stipulations. Key Factors. Would the non-fulfillment of the
business function’s obligations, duties, activities harm, injure, or create a
hardship or a loss on a third party? If so, a fine and/or penalty may be
imposed to compensate the disadvantaged party.

a Late charges. Typicaly late charges are associated with the inability to pay
business obligations such as invoices or contracts. Key Factors. Business
functions that attribute or are responsible to third parties may have stipulations
that result in acharge.

Losses:
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a Lossof interest, due to adelay in bank deposits. Key Factors: Generally banks
pay interest over the weekend even though there may not be deposits. Also,
this type of loss accumulates over the outage timeframes, it is not just a lump
sum.

a Loss of discounts, due to inability to take advantage of discounts. Key
Factors: Does the agency typically take advantage of discounts, if so, estimate
an average of what could be lost over the outage timeframes.

a Lost revenues or fees not expected to be recouped. Key Factors: Generally
lost revenues or fees are lost if the item or items were destroyed as the result
of the outage.

Consider the magnitude of
Backlog recovery
Temporary employees
Loss of productivity
Legal liability
Impact of seasonality
Other Additional expensesincurred at time of outage

Property/fixed asset loss not covered by insurance
Other considerations:

Comparability of graphical information. Using auniform scale for the
financial impact model provides quick comparability amongst graphs.

Using a consistent format for each graphical representation allows the reader
to more easily understand and compare the financial data.

The amount of financial information provided with each calculation should be
sufficient enough to allow the reader to come to the same conclusion. Thusit is
important to list all assumptions even the most obvious.

Business days compared to calendar days.

Phasell - Strategy Development

Definition

Continuity strategy development is the process of determining the high-level
approach, which the agency, board or commission will use to address its Business
Continuity/Disaster Recovery Planning needs. The Strategy Development phase
builds upon the MAQO'’s identified for each business function in the BIA by defining
the specific resources necessary for the performance of that function, and setting a
recommended strategy for the recovery of those resources in an outage. This phaseis
a critical decision-making step in the development of a Business Continuity/Disaster



Business Continuity/Disaster Recovery Standard Page 14 of 37

Recovery Program, because this analysis provides the specific guidelines by which the
program will be implemented.

Strategy Development is accomplished through 3 steps:

Define Resource Requirements:  Identify, through interaction with business unit
managers, the specific resources which are required for full and degraded
operation of the functions which are performed by their units. Organize these
resources into logical categories with similar recovery needs.

Develop Recovery Alternatives. For each category, describe the alternatives for
recovery. Note any factors, which may be useful for the comparison of the
alternatives.

Recommend Recovery Strategy: From each set of alternatives, select the approach
which will most effectively meet the agency’ s continuity and budget requirements,
and present the consolidated recommended strategy to management for approval.

Objectives
The objectives of this phase are to identify alternatives for specific continuity
requirements, evaluate those alternatives, and recommend a Business

Continuity/Disaster Recovery strategy for management’s approval.

Much of the information gathered during this phase will be used in developing
Feasibility Study Reports and RFP' s required for strategy implementation.

DEFINE RESOURCE REQUIREMENTS

Purpose

To develop and recommend an effective recovery strategy, it is necessary to
understand what business functions need in order to perform their task(s). The goal of
resource requirements definition is to determine which resources support critical
business functions and when they become necessary for recovery.

Objective

Document an understanding those specific resources (people, equipment, data, office
space, communications, internal/external suppliers, etc.) that support the business
functions that were deemed critical during the BIA. In addition to understanding what
resources must be recovered, recovery time requirements should be determined based
on MAQ'sfor the related business function.

Approach
The approach to defining resource requirements generally takes three broad steps:

Information gathering
Analysis and consolidation of information gathered
Presentation of resource information including recovery timeframes
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Gather information through the collection of reports (i.e. equipment inventory,
network diagrams, contracts, etc.), and interviewing of personnel to fully understand
what resources are needed for their business function to perform itstask(s). Wherever
possible obtain replacement costs for each resource item.

After information has been gathered, logically organize it into resource categories.
Possible resource categories may include, but are not limited to; information systems,
telecommunication, people, vital records, office equipment, suppliers, office space,
etc. These categories are determined by the organizational structure the recovery plan
is being developed for. Categories should be established based on recovery needs, not
pre-determined categories.

Using information determined in the BIA and interview process, determine recovery
timeframes for each resource.

After resource requirements have been categorized and recovery timeframes have
been established, this information should be presented in such a way that this
information would be useful in developing a strategy to recover each critical business
function. A matrix format is often an effective way to depict the relationship between
resource and recovery timeframe. Spreadsheet programs can be a useful tool for
documenting this relationship.

Data Collection - Methods

The majority of data will be collected through interviews with management. This
data will either be communicated verbally or presented in report form (paper or
electronic). The interview process to be used here is similar to that discussed earlier
in this document.

Types of Data: All resources that support the business functions that were deemed
critical in the BIA. The following are examples of inventory lists that could be
developed:

People

Office equipment

Office space

Computer hardware

Computer software

Data/Vital Records (all mediatypes)

Specia equipment

Forms and supplies

Voice and fax communications equipment and facilities
Data Communi cations equipment and facilities (LAN, WAN and other)
Computer applications

External services and resources (vendors and utilities)
Internal services and resources
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Resour ces
People: Department managers

Software Notes. The ability to sort data by category will be helpful in developing
recovery alternatives.

Decision Points
Validate information gathered before developing Recovery Alternatives.

Deliverable
A resource requirements matrix showing what resources are needed within what time
frames and their associated costs.

Considerations
Resource information may be partially gathered during the BIA process. This
information should be reviewed as a starting point.

The use of data collection forms and checklists with appropriate categories should
be considered to facilitate the collection process and ensure that all categories are
considered.

Resource sharing should be considered when possible (e.g. copy machines,
facsimile machines).

DEVELOP RECOVERY ALTERNATIVES

Purpose
To identify alternatives for the recovery of resources that support critical business
functions.

Objective

Identify recovery aternatives that will achieve the recovery resource requirements,
develop costs associated with each alternative and gather other information that may
be required to evaluate the alternatives.

Approach
Based on the information gathered in the resource requirements definition,

alternatives should be selected for each resource category that will meet the MAO's
established in the BIA. In addition to cost, advantages and disadvantages must be
identified for each alternative. These alternatives may include contracted services
from an outside vendor, internal operational changes, or reciprocal arrangements with
other departments or organizations.

Where appropriate, it may be necessary to develop vendor requests for proposals
(RFP's) for alternate facilities and/or services. These RFP's are submitted to the
vendors in a form that will allow for standardized categorization of responses.
Recovery aternatives (including proposal responses received) are analyzed in relation
to predetermined criteria and a documented summary of the analysis is developed.
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The basis for the identification of recovery aternatives is to be able to select a
strategy that best fits the needs of the organization. The agreed upon strategy will
most likely be a combination of recovery alternatives for each type of resource group
identified.

When you have completed defining the Recovery Alternatives you will have as a
deliverable an analysis of recovery alternatives for each resource category. For each
alternative there must be information on cost (described below), recovery timeframe,
and advantages & disadvantages. This information should be as complete as possible
so that each alternative can be compared side by side to determine the best aternative.

Alternative costs can be broken down into three categories, implementation,
maintenance, and activation.

Implementation costs are those up front costs needed to establish the recovery
aternative. These costs may include, but are not limited to; hardware/equipment
purchase, initial vendor contract fees, service establishment fees, etc.

Maintenance costs are those ongoing monthly or annual costs to keep the plan
active. These costs may include, but are not limited to; vendor maintenance fees,
software upgrades, telecommunication fees, additional hardware/equipment
purchases, salary, etc.

Activation costs are those costs that are realized only in the event of an outage.
These may include declaration fees, hardware/equipment purchases, usage fees at
vendor site, etc.

Data Collection
Types of datathat may need to be collected include:

Recovery options - for each identified category define realistic recovery options
that meet the stated MAQO’ s determined in the BIA. During this phase, do not rely
solely on your expertise. Seek the assistance of specidists, vendors, other
departments, etc.

Cost estimates from service providers (Make sure when requesting cost estimates
from different vendors to provide each vendor with the same list of requirements
so that the cost estimates you receive can be realistically compared.)

Recovery time estimates - for each category of resource you should look for
aternatives that meet the desired MAO. In addition, it is often helpful to look at
alternatives that provide recovery in other timeframes for use as a comparison.
These alternatives may show that recovery can be done in alot less time for very
little cost, or on the other hand, it may make more sense to extend the recovery
time dightly to realize significant cost reductions. Keep in mind recovery
strategies are always based on the delicate balance of cost versus recoverability.

Resour ces
People: vendors, specialists, consultants, co-workers, department managers, etc.
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Other: Internet, trade publications, conferences, etc.

Decision Points

Before moving on to the Recommend Recovery Strategy step, confirm that you have
presented a comprehensive list of aternatives for each category in a similar format.
(For comparison reasons)

Deliverables
Analysis of Recovery Alternatives (organized by category of resource)

Considerations
In developing alternatives the following should be considered:

Alternate procedures

Ability to process manually

Suspending the function for some period of time
Mitigation of insurance

Outsourcing and vendor services for hot/warm processing site,
temporary personnel agencies, cellular phone rental, etc.

Process re-design

Single points of failure

Ability to re-create information

Back-up vs. replication

Business cycles

Linkage with other alternatives

Work schedule modification to maximize resource use
Internal resource capability

The option to “do nothing”

RECOMMEND RECOVERY STRATEGY

Purpose
To identify the best alternative(s) for each resource/service and integrate them into a
single, recommended, recovery strategy.

Objective

To select the most appropriate recovery strategy to recover those resources deemed
critical in the BIA. The recommended strategy will be a combination of selected
dternatives from each previoudly identified category. The goa is to have a
comprehensive strategy that can be implemented after gaining management approval.
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Approach
The development of an operational recovery strategy is done by selecting the best

aternative within each previoudly identified category and incorporating these
recommended alternatives into a cohesive plan that provides for degraded recovery of
critical resources in the event of an outage.

The development of this recommended strategy is done in three steps:

1. Select best alternative for each category of resource - For each category of
resource identified, select the best alternative based on recovery timeframe
(relative to stated MAO), cost (implementation, maintenance, & activation), and
organization fit. When selecting a strategy take into account any future
organizational changes that may affect the alternative. Also take into account the
relative vendor reliance your organization may have if choosing the selected
option. Will you have the ability to change recovery aternative if your business
changes?

2. Ensure that the selection of alternatives compliment the selected alter natives from
other resource categories - When combining selected alternatives into a single
recommended strategy pay special attention to make sure that the alternatives you
have selected will work together. For example, if you decide to recover computer
equipment at a service provider you must also make sure that a plan isin place to
get your data to that remote location, as well as arrange for communication
(voice/data) connectivity.

3. Document the recovery strategy into a single recommendation - Once you have
decided on the components of the recommended strategy, the pieces need to be
brought together into a single document to be presented to executive management
for approval. As a suggested format, this document should include the following
sections:

A brief management summary (describing the recommended strategy)
Description of resource categories

Description of the selected alternatives (including recovery timeframes, costs,
advantages & disadvantages)

Comprehensive list of alternatives (organized by resource category)
Detailed cost breakdowns (for each alternative)

Appendix:

Resource Requirements Matrix (inventory of all resources)

Vendor contact names & numbers

List of peopleinterviewed during project

etc.
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Data Collection

Data needed in this section is drawn from the alternatives developed in the previous
section. Typicaly there is no additional data that must be collected to develop a
recommended strategy.

Resour ces
People: Business Unit Managers, Executive Management

Decision Points

After completion of this section management must review and approve the
recommendation before the plan can be implemented. At this stage management may
choose to:

Accept and fund the strategy as presented
Ask for modification(s) to the strategy

Re-visit the MAO’s that were determined in the BIA. (If the MAO's were
relatively short it may be costly to recover certain resources. If thisis the case,
management often seeks further justification for the short MAQO’s.)

Deliverables
A recommended organizational recovery strategy

Considerations

- In developing a recovery strategy, consider the impact of single points of failure.
Single points of failure will increase risk if introduced (or left in) during strategy
devel opment.

In evaluating the combination of aternatives, be sure to consider complexity and
logistics

Selected alternatives should be complementary, cost-effective and have the ability
to work in conjunction with each other.

Discuss potential alternatives with management early in the process.

Externa solutions should take into account the affect on a vendor in a regional
outage. What guarantees can the service provider make?

Internal solutions must take into account those “hidden cost” associated with
maintenance and use.

The recovery strategy selected should be designed as an on-going program, not a
project with a completion date. It should take into account organization change
and growth over time. Revisionsto the plan should be built into the program.

The selected strategy should be a good fit for the organization. In order for the
plan to be truly effective, there should be compl ete buy-in from executive
management.
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Phaselll - Strategy | mplementation

Definition

This phase consists primarily of the mechanics around documenting and
implementing the agency, board or commission’s Business Continuity/Disaster
Recovery Program. Recovery contracts and provisions must be negotiated and
formalized, and the plans and procedures for the recovery of the agency’s programs
must be documented. The recovery plans are a compilation of several distinct
sections. Each significant business unit must develop there own operational recovery
procedures. The administration of the overall plan should be guided by a section,
which describes high-level contingency management procedures. Finally, any
instructions needed to take advantage of internal and external contracts and provisions
should be determined and documented in the plan.

Business unit managers should be heavily involved in this phase to ensure their
ownership of the program once the implementation is complete. The continuity
planner’s role is often that of coordinator - helping direct the assembly of plans and
arrangements according to the instructions provided by the strategy.

Negotiate Contracts and Provisions. Most organizations recovery strategies will
depend on certain internal and external logistical arrangements as tools for
recovery. If itiscalled for by the continuity strategy, work with recovery service
vendors to develop and negotiate contractual arrangements, which will meet or
exceed the agency’s needs, both operationally and financialy. It may aso be
necessary to facilitate and direct the implementation of internal operational
changes to strengthen the agency’s Business Continuity/Disaster Recovery
Program.

Document Contingency Management Plans. The contingency management plans
encompass all of the organization-level and administrative tasks necessary for
recovery. Emergency response, disaster declaration, and plan administration,
exercising, and maintenance procedures are typically included here.

Document Business Continuity/Disaster Recovery Plans. These Business
Continuity/Disaster Recovery plans are actually a compilation of the continuity
plans for each business unit. Each unit should determine what procedures and
information are required for degraded and full recovery, and document them in a
manner, which is meaningful to personnel within that unit.

Document Infrastructure Continuity Plans. Infrastructure services and resources
(e.g.: information technology, telecommunications etc.) often require continuity
plans which differ significantly from those of other business units. These plans
are often a set of very detailed, step-by-step, recovery scripts which guide an
employee (such as a computer operator) through the procedures necessary to
recover the service, resource, or system.
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Objectives

Implementation of the selected continuity strategy will yield a complete Business
Continuity/Disaster Recovery/Disaster Recovery Program: fully documented Business
Continuity/Disaster Recovery/Disaster Recovery Plans, formalized contracts, and a
readiness to maintain and exercise the program on aregular basis.

NEGOTIATE CONTRACTS & PROVISIONS

Purpose

An important step in implementing an agency’s Business Continuity/Disaster
Recovery strategy is the negotiation and implementation of contracts and provisions.
Most strategies call for formalized arrangements with external organizations; these
arrangements must be made before the Business Continuity/Disaster Recovery
Program can be considered complete. Additionally, this step describes an approach to
the implementation of any organizational changes called for in the strategy.

Objective

- Negotiate any necessary contracts and arrangements with external organizations.
Implement the contracts and ensure that the arrangements are viable and available
for use in an outage.

Facilitate the introduction of any operational changes to the agency, which are
called for by the strategy.

Approach
This step may be performed concurrently with other steps in the Strategy

Implementation phase.

For each contracted service or purchase which is called for by the Business
Continuity/Disaster Recovery strategy, identify the specific requirements. Following
standard procurement procedures, ensure that the service or purchase is appropriately
budgeted and approved; collect bids from likely vendors and select one that most
appropriately meets the agency’s needs. Some services may require formalized
agreements, but no monetary commitment. For example, some agreements with
telephone service providers to automatically forward certain lines following an outage
may be available at no cost, but the arrangement must still be made in advance of any
outage. Additionally, reciprocal agreements with other State agencies should be
formalized at thistime.

Contracted services and purchases may involve some of the following strategies: (not
al-inclusive)

Establishing the availability of aternate work areas
Arrangements with vendors for guaranteed supply following an outage

Contracts with external recovery facilities and resource providers (e.g. hot site
providers or processing bureaus)
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Contractual changes to existing agreements with service providers

The purchase and storage of backup specialized equipment

New off-site storage procedures for critical data, equipment and records
Transportation arrangements for items to be stored off-site

New software and communications facilities for electronic data vaulting
Arrangements with utility service providers

Implementation of source document imaging capability

Beyond external purchases, contracts, and arrangements, many requirements of a
Business Continuity/Disaster Recovery strategy are internal. To accomplish these
changes, it is most appropriate to act as afacilitator of their implementation. Working
closely with the business unit manager(s) who will assume responsibility for these
organizational changes, assist them in developing a work-plan and securing the
necessary support and resources to complete the task. Since the continuity/disaster
strategy has by this time been approved by all relevant management, securing support
and resources should be relatively straightforward.

Internal operational changes may include: (not all-inclusive)
The development of internal aternate facilities and equipment
New or modified operating procedures to increase continuity
Review and modification of data backup and off-site storage procedures
New or modified restoration procedures for off-site data

Development of alternate procedures for use during a disaster

Once these arrangements have been made, clearly document the nature of the
arrangement and any procedures necessary for maintenance and activation. These
procedures will be important for inclusion in the plans, which are written in other
steps of this phase.

Data Collection

Much of the key data needed for this step will have been collected during the previous
phase of work. For the negotiation and implementation of contracts and provisions,
you will need:

Detailed requirements for each arrangement, which must be made. These
reguirements were documented in the Strategy Development phase.

Standards, forms, and guidelines for standard procurement procedures, available
from your agency’ s procurement group or the State Procurement Office.

Information on likely vendors of any externally contracted or purchased goods or
services. References to such vendors may be gathered from your agency’s
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procurement group or from industry publications such as Contingency Planning &
Management, Disaster Recovery Journal, Disaster Resource Guide, or others.

Resour ces
People: Business unit managers, procurement personnel, and vendors.

Decision Points

While strategic approval has occurred for each of these arrangements, line-item
approval may not yet have been granted. As standard procurement procedures are
carried out, normal decision points will apply regarding the selection of vendors to
bid, definition of RFP's, and selection of vendors. Appropriate management should
also approve final arrangements with external organizations, and implementation of
organizational changeswill require periodic approval as they are completed.

Deliverables
Contracts and other written agreements for goods and services.

Procedures for the maintenance and activation of all arrangements, for inclusion in the
plans developed in the other steps of this phase.

Updated organizational information (procedures, org. charts, etc.) which reflect any
organizational changes implemented.

A summary document, which describes all, contracts and provisions for management
reference.

Considerations
As a start, it may be helpful to consider any vendors who were contacted during the
Strategy Development phase for inclusion in bidding for services.

DOCUMENT CONTINGENCY MANAGEMENT PLANS

Purpose
The contingency management plans encompass al of the organization-level and

administrative plan components that directly or indirectly support the activation of the
recovery plan or help ensure the ongoing integrity and viability of the plan.
Emergency response, disaster declaration, and plan administration, exercising, and
maintenance procedures are typically included here.

Objective

Clearly document all procedures necessary for emergency response, disaster
declaration, and the administration, exercising, and maintenance of the Business
Continuity/Disaster Recovery Program.
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Approach
First, identify the teams who will be responsible for implementation of the

contingency management plans. All team members must have the training and the
ability to perform these duties, and each member should have an alternate who is
equally qualified. Contingency management plan implementation team members
should include the individual or individuals that will be responsible for overseeing the
activation of the continuity plans in an outage. This person must be empowered by
management to make high-level decisions on behalf of the agency. It is preferable to
designate one of the agency’ s top-level managers for this responsibility.

Each subset of procedures prescribed by the contingency management plans should be
assigned an appropriately sized team, with a clearly identified, responsible, leader.
For example, an emergency evacuation team may be led by a senior facilities
manager. If your agency’s facility is relatively small, this team may only include a
few individuals; if your agency operates in many, large facilities, this team may need
to include many personnel, organized into sub-teams by building and floor.

Representatives of each team should develop the procedures for each subset. As the
procedures are developed, they should be organized into a logical order, and grouped,
if necessary, by any specific scenarios to which they may pertain. For example, some
emergency response procedures may apply in a magjor natural disaster, but not in a
“routine” power outage.

To develop contingency management plans, it is first imperative to understand the
scope of these plans. The scope will be determined based on the agency’s priorities
and size, and based on the level of detail addressed by the procedures developed for
business and infrastructure continuity. These plans should be written at a level of
detail, which will permit the designated continuity team to accurately implement them
with little additional guidance in an outage situation. Contingency management plans
may include:

Business continuity/disaster recovery policy
Emergency response

Emergency evacuation

Damage impact assessment
Disaster declaration and escalation
Command center activation
Personnel notification procedures
Resumption of normal operations
Administration

M edia management

Employee crisis management

Vendor communications management
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Client communications management
Salvage operations

Travel coordination

Recovery expense control and reporting
Plan exercise project management

Plan maintenance management

These sections may be combined or expanded upon to appropriately address the
continuity needs of a specific agency.

Data Collection
The following information sources should be considered in the development of
contingency management plans.

Position descriptions, activity instructions, or other existing interna
documentation, which may describe similar procedures to those being devel oped.

Sample procedures from State documents, as well as from industry publications
such as Contingency Planning & Management, Disaster Recovery Journal,
Disaster Resource Guide, or others.

Resour ces
As the contingency management teams are developed, the members of these teams
may be relied upon to develop or review specific procedures.

Decision Points
As procedures are developed, it is important to conduct regular, iterative reviews
between the continuity planner and the person or people who will be responsible for
implementing the procedures. This type of review will help ensure that the
procedures are appropriately comprehensive and understandable to permit ease of
implementation.

Deliverables
A comprehensive set of contingency management plans for inclusion in the agency’s
overall Business Continuity Program.

Considerations
Disclose any assumptions made in devel oping the contingency management plans.

DOCUMENT BUSINESS UNIT CONTINUITY

DISASTER RECOVERY PLANS
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Purpose
The business continuity plans are actually a compilation of the continuity plans for

each business unit. Each unit should determine what procedures and information are
required for degraded and full recovery, and document them in a manner, which is
meaningful to personnel within that unit.

Objective
Clearly document all procedures and information necessary for degraded and full
recovery of each unit.

Approach
Identify the teams who will be responsible for implementation of the business unit

continuity plans. All team members must have the training and the ability to perform
these duties, and each member should have an alternate who is equally qualified.
Business unit continuity/disaster recovery implementation team members may
include:

Theindividual or individuals that will be responsible for overseeing the activation
of the continuity plans in an outage. The coordinator/planner is responsible for
assessing damages and initiating the use of the plans in the event of an
interruption. The coordinator/planner is also responsible, in conjunction with
other key personnel, for creating exercising schedules and maintaining plan
change control procedures.

The individual or individuals who will be responsible the execution and
maintenance of his or her business unit section of the plans. Unless noted
otherwise, each unit recovery task is the responsibility of the team leader. An
aternate, who will perform these duties in the absence of the team leader,
supports each team leader. These “key personnel” are under the guidance of the
coordinator/planner. Any significant changes to the plans should be reviewed by
the coordinator/planner prior to implementation.

Team members are assigned to a business unit continuity/disaster recovery team. The
members act under the direction of the team leaders to execute the tasks necessary to
recover business unit functions in the event of an interruption. The entire team for
business unit may not include all personnel normally assigned to that unit.

Continuity/disaster recovery plans are developed within the framework of the
recovery strategy. The continuity teams are allocated responsibility for performing
specific tasks during the recovery process to meet recovery objectives. Business unit
continuity/disaster recovery plans should include the following components:

Detailed procedures to re-establish business units following the loss of work area.
This may involve procedures to establish an alternate site, including workstations,
telephones, supplies and other office tools.
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Manual business unit procedures - Alternate procedures may be required in the
event that infrastructure services are not available (e.g. computer systems or
telephones), or until recovered operations can be established. Detailed procedures
are required to ensure that business units continue at an acceptable level until
these services can be restored. Alternate procedures may involve significant
change from the normal methods of operations and will need detailed instructions
to ensure staff is able to carry them out. From a data center perspective, manual
procedures must ensure that al required data is captured until infrastructure
services are recovered.

Information re-creation procedures - Procedures to re-create or re-capture
information that may be lost during a disaster (records, recent transactions, work
in progress).

Synchronization - Once infrastructure services are available, data re-created and
manually processed during the outage will need to be synchronized.
Synchronization involves integrity verification, database and application
balancing.

User fallback procedures - Address the interaction between technology and user
areas focusing on the timing of end user access to automated information systems.
This process supports a controlled, logical access to a constricted technology
environment.

Appendices should be included or updated as required.
Team definition including responsibilities and time line oriented task definitions.

These components may be combined or expanded upon to appropriately address
the continuity needs of a specific business unit and/or agency.

Data Collection
The following information sources should be considered in the development of
business continuity plans:

Position descriptions, activity instructions, or other existing interna
documentation, which may describe similar procedures to those being devel oped.

Sample procedures from State documents, as well as from industry publications
such as Contingency Planning & Management, Disaster Recovery Journal,
Disaster Resource Guide, or others.

Resour ces
People: As the business continuity planning teams are developed, the members of
these teams may be relied upon to develop or review specific procedures.

Decision Points
As procedures are developed, it is important to conduct regular, iterative reviews
between the continuity planner and the person or people who will be responsible for




Business Continuity/Disaster Recovery Standard Page 29 of 37

implementing the procedures. This type of review will help ensure that the
procedures are appropriately comprehensive and understandable to permit ease of
implementation.

Deliverables
A comprehensive set of business unit continuity plans for inclusion in the agency’s
overall Business Continuity Program.

Considerations
Administrative support

Front-line operations
Physical security
Facilities and supplies
Transportation support

Customer liaison

DOCUMENT INFRASTRUCTURE

CONTINUITY/DISASTER RECOVERY PLANS

Purpose
Infrastructure  services and resources (eg.. information  technology,

telecommunications, facility, etc.) often require continuity plans which differ
significantly from those of other business units. These plans should be a set of very
detailed, step-by-step, recovery scripts which guide an employee (such as a computer
operator) through the procedures necessary to recover the service, resource, or system.

Objective
Clearly document all technical and operational procedures in a detailed, step-by-step
manner necessary to recover the service, resource, or system.

Approach
Identify the teams who will be responsible for implementation of the infrastructure

continuity plans. All team members must have the training and the ability to perform
these duties, and each member should have an aternate who is equally qualified.
Infrastructure continuity/disaster recovery implementation team members may
include:

The individual or individuals that will be responsible for overseeing the activation
of the infrastructure continuity plans in an outage. The coordinator/planner is
responsible for assessing damages and initiating the use of the Plans in the event
of an interruption. The coordinator/planner is also responsible, in conjunction
with other key personnel, for creating exercising schedules and maintaining plan
change control procedures.
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The individual or individuals who will be responsible the execution and
maintenance of his or her infrastructure service section of the plans. Unless noted
otherwise, each infrastructure service area task is the responsibility of the team
leader. An alternate, who will perform these duties in the absence of the team
leader, supports each team leader. These “key personnel” are under the guidance
of the coordinator/planner. Any significant changes to the plans should be
reviewed by the coordinator/planner prior to implementation.

Team members are assigned to an infrastructure continuity/disaster recovery team.
The members act under the direction of the team leaders to execute the tasks
necessary to recover business unit functions in the event of an interruption. The entire
team for the service or resource may not include all personnel normally assigned to
that service or resource.

Infrastructure continuity/disaster recovery plans should be developed within the
overal recovery strategy. The continuity teams are allocated responsibility for
performing specific tasks during the recovery process to meet these recovery
objectives. The recovery plan will include:

Establishing recovery team structure and responsibilities

Developing detailed continuity plans for each service area, detailing the step-by-
step actions required to recover the service, resource, or system

Assembling any additional documentation that may be required during recovery

Data Collection
The following information sources should be considered in the development of
Infrastructure continuity/disaster recovery plans:

Day-to-day operating procedures, system manuals, or other existing internal
documentation which may describe similar procedures to those being devel oped.
Where possible, procedures should use normal operational documentation and
highlight any differencesin arecovery situation.

Sample procedures from State documents, as well as from industry publications
such as Contingency Planning & Management, Disaster Recovery Journal,
Disaster Resource Guide, or others.

Resour ces
As the infrastructure continuity/disaster recovery planning teams are developed, the
members of these teams may be relied upon to develop or review specific procedures.

Decision Points

As procedures are developed, it is important to conduct regular, iterative reviews
between the continuity/disaster recovery planner and the person or people who will be
responsible for implementing the procedures. This type of review will help ensure
that the procedures are appropriately comprehensive and understandable to permit
ease of implementation.
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Deliverables
A comprehensive set of infrastructure continuity/disaster recovery plans for inclusion
in the agency’ s overall Business Continuity/Disaster Recovery Program.

Considerations

The recovery teams required will vary depending on the organization, its size, and its
internal structure.

Information Technology Team

Computer operations (centralized and decentralized)
Data control and distribution

Applications support

Technical support

Computer hardware

Telecommunications Team

Data communications (e.g. WAN and LAN)

V oice communications

For some organizations the tasks of these teams may be combined into a small
number of teams and people. Individuals may aso be members of several teams and
have multiple responsibilities. Teams should be organized so that thereis no reliance
on any one person. Every key person (e.g. team leaders) should have at least one
alternate.
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7. Attachments
Glossary of Terms

GLOSSARY OF TERMS

Agency

Agency Sensitivity to Disruption

Alternate Site

Business Continuity

Business Continuity Planning

Business Function/Area/Unit

Business | mpact Assessment

Business Process

Cold/Shell site

Contingency Plan

Any state agency, board, commission or political
subdivision.

The point at which an agency requires that its operations
be returned to serve their “customers’ or the public.

A location, other than the normal facility, which can be
used to conduct business functions.

The ability to continue essential business processes at an
acceptable level despite a support function outage.

Providing for the timely availability of al of the
resources necessary to operate critical business processes
at alevel acceptable to the public.

A definitive function within the business process; may
equate to departmental structure.  Does not imply
complete independence from other functions within a
process.

To determine the operational (qualitative) and financial
(quantitative) impact of an inoperable or inaccessible
service area on an agency’s ability to conduct its critical
business processes; provides the basis for formulating the
agency’s business recovery strategies and a business
continuity program.

A set of recurring activities - a flow of information and
materials that produce something of value for a customer
or the public.

Information systems recovery facilities that are only fully
equipped at the time of the disruption but do provide very
basic infrastructure such as lights, heat and space. These
sites can be housed internally at the agency’s facilities,
vendor provided facilities, or mobile trailers.

A written plan used to respond to the disruption of an
agency’s operations. This plan may focus on response to
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Controls

Critical Business Processes

Declaration Fee

Director

Disaster

Disruption

Emergency Operations Center
(EOC)

Emergency Response Procedures
Emergency Response Team (ERT)

Estimated Recovery Time (ERT)

Executive Sponsor

Executive Steering Committee

Facilities Management Team
(FMT)

specific disruption scenarios.

Measures designed to reduce or mitigate the risk of
exposures to threats.

Business processes on which the viability of an agency
rests, without these processes, an agency could not do
business.

A one-time charge, which is paid to the provider of an
aternative site facility or service at the time a disaster, is
officially declared.

The chief executive officer for a State agency, board or
commission.

An event which leads to disruption of critical business
processes; implies un-recoverability, irreparable damage,
or a disruption which lasts for and unacceptable period of
time.

An unplanned interruption of critical business processes.

The facility utilized in the event of a disruption to
coordinate an agency’ s response and recovery activity.

The procedures used by the agency to immediately
respond to an emergency disruption.

A group of personnel with the responsibility to
immediately respond to an emergency.

The amount of time from the point of the disruption to
the recovery of key resources/services.

The designated individual who provides guidance to the
agency business continuity program development and
adjudicates al issues emanating from the Executive
Steering Committee. This individua is typicaly the
Agency Director.

The agency, board or commission’s chosen group of
personnel, in upper management capacity, who provide
oversight and direction to the Business Continuity Task
Team for the development of the agency, board or
commission Business Continuity Program.

The agency, board or commission’s personnel responsible
for maintenance of the facilities. In the recovery efforts
this team mav be expanded to include personnel with a
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Financial I mpact

Hot/\Warm site

I mpact Tolerance

Informal Contingencies

I nventories

Liability
Maximum Acceptable Outage

(MAO)

Maximum Probable Loss (MPL)

Mitigating Expenses

this team may be expanded to include personnel with a
detailed knowledge of work area recovery issues that
should be incorporated into relocation considerations.

The quantifiable dollar value of lost revenue or additional
expenses incurred as aresult of adisruption.

Information systems recovery facilities that are either
fully or partially equipped prior to a disruption. These
sites can be housed internally at the agency, board or
commission’s facilities, at vendor provided facilities, or
in mobile trailers.

Another way of describing the MAO and RTO. This
assessment discusses interruption in terms of how long
the agency, board or commission can tolerate an
interruption in critical business processes due to an
unplanned interruption.

Informal but potentially viable fallback procedures
existing within business areas/units to address operational
mishaps and localized equipment malfunctions.

A list of al resources and components of those resources
necessary both at a degraded level and to recover the
agency, board or commission 100%. e.g. furniture,
equipment, computer hardware and software.

A likely negative effect resulting from the loss of utility,
access and/or facility.

The maximum period of time that a given resource of
function can be unavailable before the agency will sustain
unacceptable consequences (financial losses, client/public
services, etc.).

Calculation of estimated financial loss, which may be
incurred by an agency, board or commission in the event
of an outage. MPL takes into consideration revenue/cost,
losses incurred associated with property and equipment,
the application of business interruption and property
insurance, costs incurred by the private sector and
mitigating expenses.

Cost of contingency plans or arrangements in place that
would potentialy offset the extent of losses or exposure
over aperiod of time.
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Notification List

Operational | mpact

Outage Timeframes

Plan Administrator

Plan/Program Exercise

Public Relations Team

Recovery

Recovery Alternatives

Recovery Point Objective (RPO)

Recovery Strategy

Recovery Time Objective (RTO)

A list of personnel, staff members, media, private sector
groups and organizations, vendors, insurance and other
key persons to inform in the event of a disruption. It is
often designed so that the most critical individuas are
contacted first, to assist with recovery efforts.

The qudlitative effect on an agency, board or
commission’s ability to conduct business as a result of a
disruption.

The duration of time over which a disruption occurs,
affecting both the impact of the disruption and the
alternatives used for recovery.

Individual or group within the agency, board or
commission with specific responsibility for the
maintenance and testing of the Business Continuity
Program. The“owner” of the plan.

An integral part of a Business Continuity Program is
development of exercises to familiarize personnel with
recovery procedures and identify opportunities to
improve the plan.

The agency, board or commission’s personnel or
representatives responsible for responding to the press
and managing the public’s expectations in the event of a
disruption.

Returning an agency, board or commission’ s operations
to an acceptable level .

The options from which an agency, board or commission
may select to respond to a disruption. Alternatives may
include alternate facilities, outsourcing to vendors,
elimination of business functions, manual procedures,
etc.

The point in time to which data must be restored in order
to resume processing transactions.

The set of selected recovery alternatives, which define the
manner in which an agency, board or commission intends
to respond to and recover from a disruption.

The target time frame for restoration of critical business
processes and service aress.
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Resource Requirements

Restoration

Revenue | mpact

Risk

Scenario

Script

Service Expectations

Single Point of Failure

Statement of Assumptions

Structured Walk-Through Exercise

Threat

Major resource(s) supporting an agency, board or
commission’s business process; equipment, information
systems, data communications, voice communications,
office facilities, staff, etc.

Returning an agency, board or commission to 100% of
operational capacity, asit existed prior to the disruption.

The direct impact an outage may have upon the primary
revenue streams of an agency, board or commission.

The potential for exposure to loss. Risks, either man-
made or natural, are constant throughout our daily lives.
The potential is usualy measured by its probability in
years.

Hypothetical situation, which may occur as a result of an
outage caused by, or associated with, potential threats
and/or vulnerabilities identified.

A prepared list of responses to answer questions and
phone calls in the event of a disruption. These can be
generic or specific to the type of disruption.

The service level required to meet the expectations of the
public, e.g. quality, timely deliveries, customer service
etc.

A critical function, support service, or other key resource
which cannot be effectively redirected or recovered
elsewhere in an agency, board or commission.

Management’s agreed upon impact scenario from which
the scope of the planning process is performed.
Assumptions may include the type of disaster, the areas
affected, the time of day or year, and so on. The
assumption reflects management’s risk tolerance for
scoping the planning effort and selection of alternatives.

A simulation method used to exercise or “test” a
completed disaster recovery plan. Team members meet
to verbally walk through each step of the plan to confirm
the effectiveness of the plan and identify gaps,
bottlenecks, or other opportunities for improvement.

External in nature; agency, board or commission would
have minimal if any control in preventing occurrence,
however, protective measures may be implemented to
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Triggers

Vulnerability

minimize impact of an occurrence.

Change management processes and procedures, which
cause updates and changes to be made to the Business
Continuity Program.

Weakness in the design or application of control within a
process, function, or facility which may promote or
contribute to a disruption.



